
 

Quantum mechanics and quantum computation: Some light mathematics 

Ed Dale, for enlightnedcrowd.org 

 

The behaviour of subatomic particles (electrons, protons, neutrons, and photons) was puzzling for 

much of recent history, as scientists struggled to reconcile Newton’s expositions of light as particles 

with later observations in which light behaved like waves. The observations were eventually 

reconciled into a coherent theory by Heisenberg, Born and Schrodinger in the late 1920s. The 

resulting theory of quantum behaviour was entirely at odds with previous observations within 

physics and opened up a world that was (and is) in many ways completely mysterious.  

Yet mathematically this world makes perfect sense. For mathematical reasons which are perfectly 

sound can be given which precisely explain wave-particle duality (the ability of reality to appear as 

both a particle and a wave at once), superposition (the condition in which reality exists as merely a 

probability distribution of all possible states, and thereby as no state at all), and entanglement (the 

quality in which particles destroy the boundaries of the old laws of physics and appear to 

communicate with each other at thousands of times the speed of light.) 

The only way that we can explain quantum phenomena at all is by using mathematics. You can 

spend your entire life reading every popular science book on quantum mechanics, and still not come 

away feeling you have understood it at all. Some of these books intentionally try to make the whole 

thing seem as paradoxical and mysterious as possible as this is their sell point. Others make a more 

serious attempt to convey the ideas, but they fail to do so because the metaphors that are used to 

try and convey an intuitive understanding are taken from the classical world, and as such still leave 

the gap between the two worlds unbridged.  

Mathematics on the other hand will tell you everything that there is to be know about the quantum 

world, because that world is nothing but mathematical structures. Yet mathematical explanations do 

nothing whatsoever to remove the mystery regarding “why” and “how” the universe is like this. The 

mystery, in this sense, is something we are stuck with. 

Wave-particle duality 

In 1801 a young polymath and physicist called Thomas Young observed for the first time that light 

passing from a light source through two holes will produce an interference pattern on a backwall. 

This observation turned the classical world of Newtonian physics on its head. 

Light photons, which were believed to be particles – and as such upheld a framework given by 

Newton in which the world had become comprehensible for the first time – were now showing a 

quite different result in which they took on characteristics elsewhere observed in everyday wave 

forms such as water waves.  

Light, it seemed, was now behaving as the polar opposite of a particle. Yet these same waves, when 

investigated in a different ways, retain the characteristics of particles.  

The experiment which Young had performed became known as the “double slit” experiment. All of 

the versions of the double slit experiment that we will look at involve a source which emits 

something, a wall with two holes in it, and a backwall. The first image shows the probability 

distribution we get when macroscale objects such as tennis balls are fired at the holes. 



 

Figure 1: The probability distribution (x) produced by a tennis ball gun, the two main swells correspond to the 

two holes, which is what we would intuitively expect. (The probability, P, of a ball being in a particular place is 

Pa + Pb.) 

 

A ball fired at the screen will, if it makes it through the gap, either pass through hole A or  hole B 

(figure 1). A small number of balls may also hit the edge of the hole and ricochet through at some 

odd angle. Hence it is possible for a ball to hit almost anywhere on the backwall but in practice there 

will be two concentrations which correspond to the main areas that a ball from either hole will 

usually hit the backwall. (Of course, many balls will not hit either hole, and so will not make it 

through to the backwall at all.) 

By recording where the balls hit the backwall we can create a probability distribution, and we see 

that as most of the balls that pass through a hole pass straight through and do not ricochet off the 

side of the hole, we would see a distribution as shown in the figure 1. 

If electrons were particles we would expect them to behave in the same way as the balls.  We would 

expect the probability of a particular electron making it through the hole and hitting a particular area 

of  the screen to be described using standard probability theory, by simply adding the probability of 

an electron that passes through hole A being in a particular place to the probability of an electron 

that passes through hole B being in a particular place. This will produce a shared probability 

distribution focussed around two dense circles. But this is not what we find. Instead we find the 

streaked probability distribution shown in figure 2, and this is what we would expect if it were not 

particles which passed through the whole, but waves. This, after all, is exactly the pattern that is 

found if the electron gun us replaced with a wave generator and water waves are directed at the 

two holes. And this is the result that confounded classical physics and eventually lead to the 

formation of quantum mechanics by Einstein, Bohr, Heisenberg, Pauli, Dirac, Born, Schrodinger, and 

several other great theoretical physicists of the first half of the twentieth century. 

 

 

 

 



 

 

Figure 2: The probability distribution produced by an electron gun (such as a tungsten wire). The multiple 

peaks in the probability distribution correspond to the streaked appearance of the backwall. (This time the 

probability of an electron being in particular place is Pa x Pb, written as Pab.) 

 

 

 

Figure 3: The streaked appearance of the impact density of light on the backwall (the probability distribution is 

Pa x Pb). 

 

 

Figure 4: The probability distribution produced when the experiment is done with water waves is the same 

type as when it is done with electrons (Pa x Pb.) 

 

Without interference the formula that describes the probability distribution would be: 

 



𝑃𝑎𝑏 = 𝑃𝑎  + 𝑃𝑏 

 

P just means probability, so all this formula says is that the probability of an electron being found at 

a particular place on the back wall is the probability distribution of A added to the probability 

distribution of B. With interference the formula is: 

 

𝑃𝑎𝑏 + |𝑃𝑎 + 𝑃𝑏 |
2 

 

This time, the probability of an electron being found at a particular place on the backwall is the 

absolute square of the probability of the particle passing through A added to the probability of it 

passing through B. 

Each individual electron can be detected as a particle when it hits the backwall. Yet, as figure 4 

shows, there is also an interference effect that is only ever produced by waves not particles when 

the total arrangement of the electrons on the backwall is viewed as a whole.  

The uncertainty principle 

Lets try and “watch” the electrons to see what happens, and work out if this is really a wave or a 

particle once and for all. How do you watch an electron? You shine a light on it, literally. More 

specifically, you fire a photon at it, and the impact illumes the electron. So we add a light source to 

the experiment, and we should see a flash of light coming from either one hole or the other, 

depending on which way the electron actually went. Likewise, if the electron splits we should see 

two flashes... So what happens? 

When we measure the electron, the interference effect disappears, and we have the familiar 

probability distribution of the tennis ball gun once again! 

 

 

Figure 4: The probability distribution produced by an electron gun when the position of the electrons is 

measured using photons. When “observed”, the  result returns to what we would intuitively expect! 

 

This is because when we measure the position of the electron using light, we alter it. In fact, we alter 

it such that the equation is completely changed. The equation is no longer: 



 

𝑃𝑎𝑏 = |𝑃𝑎 + 𝑃𝑏 |
2 

 

It is just plain simple: 

𝑃𝑎𝑏 = 𝑃𝑎  + 𝑃𝑏 

 

When we measure the electron we collapse the wave form and the system behaves like a classical 

state. The photon collapses the wave function of the electron so that when we can see, what we see 

is not what we want to observe. So we literally cannot see what is going on. Similar physical 

obstacles have been found to be in place for all conceivable ways of trying to measure the electron. 

However we attempt to measure it, the act of measurement changes what we are trying to observe. 

We cannot simply use a less strong light. Dimming the light only means that less photons are 

emitted from the light source, and that less electrons are hit by photons, but when we do get hits 

the results are the same. Using different coloured light with a larger wavelength is no help either. 

Only with wavelengths that are significantly larger than the space between both of the holes, which 

would obscure the observed result completely by producing a smudge of light that obscured 

everything, are we able to perform the experiment in a way that is “gentle” enough to not alter the 

result. When we can see, we change things, so there is no point in being able to see. When we 

cannot see, things perform as we would like, but we cannot observe what is happening. 

In order to measure something we must interact with it energically. Similar boundaries to the one 

encountered using light have been found for all other methods of measurement, placing a natural 

boundary on what it is possible for an experimenter to observe. This is what Werner Heisenberg 

called the “uncertainty principle.” It is essentially a limit that is built into the fabric of the universe 

(given our known physics.) Heisenberg, in assuming his model of the quantum world was correct, 

would assume that there was no other way of measuring anything except with the constituents of 

his own model (and to this day no one has been able to show otherwise). Mathematically, we 

express the uncertainty principle like this: 

 

Δ𝑥 ≥ ℎ𝑏𝑎𝑟/2∆𝑝 

 

which means that a fixed constant called the reduced Planck constant (hbar) provides a limit such 

that if an object is measured with a momentum of certainty of p, then we cannot know its 

momentum with a certainty greater than: 

 

ℎ𝑏𝑎𝑟/2∆𝑝 

The uncertainty principle became central to the reinterpretation of established facts of physics. For 

example, resistance to compression, understood quantum mechanically, happens because as we 

compress an object its atoms move closer together, but because position and momentum are 

involved in an uncertainty relation, when position becomes more precise (that is, more compacted 



due to compression) momentum has to increase, in order for it to be less precise, and this is what 

causes resistance. 

For a similar reason, it is actually quantum mechanics which holds the universe together, literally, by 

allowing atoms to exist. An electron orbiting a nucleus should follow a spiralling course towards the 

nucleus and eventually hit it, much like an asteroid will gradually spiral in upon a planet until it 

comes to rest on the surface. But an electron cannot come to rest on a nucleus because this would 

specify its position too precisely for the uncertainty principle to be satisfied! And this is the quantum 

mechanical explanation of why an electron will form a stable orbit around a nucleus in order to 

make the atom possible. 

Quantum computation 

Quantum mechanics has made possible a new kind of computation. One difference between the 

classical computer and the quantum computer is that while the classical computer is built out of the 

stuff of the universe, but is not to be found within the universe naturally, the quantum computer 

works directly with the basic constituents of the universe, such that natural phenomena and 

processes are its circuit board. Quantum computers are of course man-made objects existing in 

research labs but at their core they are repeating what the universe was doing on its own millions 

and billions of years before the earth existed. The processes of superposition and entanglement are 

integral to the operations of the natural universe. 

The quantum world is discreet, rather than continuous, and in this sense it was already suitable for 

quantum operations, and already performing these operations, long before the first human being. In 

quantum computing, physics and computation have become the same thing. In classical computing 

different voltages are used to produce bits, but the discrete values of the bits are artificially created. 

A bit in classical computing is created by effectively transferring an electric current from one value to 

another very quickly. To use the analogy of a clock face, with a classical computer, if the hand at 12 

signifies 0 and at 6 signifies 1 (to create the 0 and 1 values of a bit) the hand will rotate extremely 

quickly between 12 and 6 to produce different readings of 0 and 1, but it will still cover the distance 

in between. In contrast, quantum bits, known as qubits, will move discretely between 12 and 6 in 

one jump, without covering the distance in between – if a hand is not at 12, we know it has to be at 

6, and can be nowhere in between, even for the slightest fraction of a second. The easiest way to 

relate this changing of the position of the hands in subatomic particles is through the spin direction 

of an electron (spin is the direction of magnetization), which can be in either spin up or spin down, 

and which moves instantly from one spin direction to another without transitioning through any 

partial states. 

More precisely, quantum states move discretely from one state to another once they are measured. 

When they are not measured, qubits actually exists in a probability distribution of both states. As a 

distribution, the value retrieved when measured might be more likely to be 12 than 6 or vice versa, 

but this is only a probability, and until it is measured we can know nothing about where the particle 

actually is on the distribution. Before it is measured it is, in effect, partially everywhere. 

The units of quantum computing are qubits, which are the quantum equivalents of classical bits. A 

qubit is anything that can have quantum states. So a qubit might be some entity of microphysics 

such as an electron. But electrons are just models and don’t really exist. So what is a qubit really? A 

qubit is what it is mathematically, and mathematically a qubit is a column vector of the form: 

 



(
𝑥
𝑦) 

 

where 𝑥 and 𝑦 are complex numbers, and where  

 

|𝑥2| + |𝑦2 | = 1 

Example qubits are therefore: 

 

(
1
0
)      (

0
−1
)     (

1

√2
1

√2

)        (

1

√2
−1

√2

) 

 

We perform quantum computing operations on qubits with matrices. Matrices mirror the effects of 

some physical gate that we can pass qubits through in order to alter their spin/polarization.  

And this is all that we can really say about what qubits are. Qubits are “things” (there is no better 

word) which behave in a way that corresponds to the algebra of matrices, and which can therefore 

be predicted using this algebra. Yes, qubits are subatomic entities found within atoms. But this is not 

a better description than the mathematical one because subatomic entities are also just “things” 

which are described using matrices and whose activities are predicated using matrix algebra! 

One of the relevancies of the uncertainty principle to quantum computing is that you cannot copy 

qubits. This means that the conventional error checking methods of classical computing will not 

work. We cannot copy qubits because we cannot know all of their states in detail at the same time, 

in line with the uncertainty principle. This is called the no-cloning principle. In fact, the no cloning 

principle protects the uncertainty principle, because if we could copy qubits, we could make as many 

copies as needed, and measure each dynamic variable with arbitrary precision, and so we could 

sneak around the uncertainty principle. So the no-cloning principle is another way in which the 

universe protects uncertainty. 

Superposition and entanglement 

The double slit experiment places the electron into a superposition so that its location becomes a 

probability distribution. This accounts for the streaked effect that we can observe on the backwall. 

When we fire the photon at the electron we collapse the superposition of the electron, and confine 

it to a classical state with a fixed location. The result of this is that electrons that have interacted 

with light pass out of superposition and become particles with particular locations. 

Superposition is a condition of probability. Particles in super position have no defined state, but their 

collapse into one state or another can be assigned a mathematical probability.  

Superposition is mathematically simple: the probability distribution is achieved by adding the 

probability that the particle is in, in each particular state. The two probabilities will add up to 1, as 

the probability of the particles being in one of either of two binary states has to be 1.  



We can create superpositions of qubits for calculation purposes using a quantum computer. On a 

quantum computer superposition is achieved by passing two particles through a Hadamard gate.  

The Hadamard gate takes a qubit that is in either a 0 or a 1 state as input and outputs a 

superposition which has an equal probability of collapsing into a 0 or a 1. The characteristics of the 

particles become superpositions until they are measured, at which point they collapse into a definite 

state. This is what gives quantum computers their power: a qubit can be in both 0 and 1 at once. A 

collection of qubits can all be in 0 and 1 at once, which means that calculations involving iterations 

of operations on large numbers can be run simultaneously because a string of qubits, like a string of 

conventional bits, can represent any number. So strings of qubits can not just be in two states at 

once, but millions of states at once. This makes quantum computers much faster than classical 

computers for problems which require massive parallel processing. 

The mathematics of the Hadamard operation (H) on a 0 qubit and 1 qubit respectively are: 

 

𝐻|0⟩ =

(

 

1

√2

1

√2
1

√2

−1

√2)

 (
1
0
) =

(

 

1

√2
1

√2)

   

 

 

𝐻|1⟩ =

(

 

1

√2

1

√2
1

√2

−1

√2)

 (
0
1
) =

(

 

1

√2
−1

√2)

  

 

The Hadamard puts the qubit into superpositions which have an equal chance of collapsing into 

either 0 or 1. This is done by achieving an identical mathematical description of the two qubits, 

except for the minus sign. The qubits have to be differentiated, otherwise they would be the same, 

but they are differentiated in a way that still provides an equal chance of collapse into either state. 

This is achieved by the minus sign in the result. In terms of the physics, this is achieved by a 90 

degree rotation around the Y axis, followed by a 180 degree rotation around the X axis. 

We, as classical beings conditioned to perceive a classical world, cannot easily imagine a world in 

which a qubit is in both 0 and 1 states at once. But mathematics can handle this easily, and that’s 

what matters. 

The state of entanglement provides some of the phenomena that we find most unusual. Particles in 

entangled states will seemingly communicate with each other at great distances, and at a speed 

thousands of times faster than the speed of light. The mathematical explanation is that the act of 

entanglement compels the particles to share the same mathematical system, so that when one 

collapses, the other is compelled to collapse in a certain way even if they are separated by a large 

distance, as if one particle “knew” the behaviour of the other. In fact, the particle acts in the way it 

does because there is no other way it can act, given the mathematics of the system that the two 

particles share. Lets have a look at how we would entangle systems using a quantum computer. 



The Hadamard gate is used to put the two inputs into a superposition, in which they have no state, 

but have a probability of being in any particular state when measured. (Not everything that is in 

superposition will be in entangled, but everything that is entangled will be in superposition.) To 

entangle the particles, the particles in superposition are then passed through another gate, such as a 

CNOT gate, which alters the mathematical system in which the particles exist so that when one 

particle is measured and found to be in one condition, the other particle is then compelled to be in 

another condition when measured (even though, prior to the measurement of the first particle, the 

second particle was not compelled to be in any condition at all).  

The CNOT gate is actually no more complex mathematically than the conventional NOT gate in 

circuit board design, which performs a simple bit-flip (changing a 0 to a 1, or vice versa) under 

certain input conditions, such that certain inputs to the gate will always give certain outputs. The 

bitflip is the basic operation of computation, as all numbers can be represented by strings of 0s and 

1s. 

The magic lies in the fact that the CNOT gate is applied to the superposition of the particles rather 

than the classical states of the particles, which means that the particles (in superposition) can be 

moved far from the gate in time and space (and far from each other), and the gate will still be able to 

act on them. In fact, not only will the gate be able to act on the qubits, but whether or not it actually 

acts on the second qubit will be undetermined until the first qubit is measured! The effect of the 

gate will thus transcend the limits of time and space, as the gate does not have its effect when it is 

used, but when measurement is taken. It is as if the gate delays its action until measurement is 

taken. This also breaks down the boundary between unity and plurality as the two qubits become 

part of one mathematical system.  

After the CNOT is applied, the system will flip the second qubit if the first qubit is 1. So if the first 

qubit is 1, the second will flip from 0 to 1 or from 1 to 0. If the first qubit is 0 the second will remain 

either 0 or 1 and will not change. Examples are shown below. In the first example a qubit system in 

states 1 and 0 (which we represent with Dirac notation as |10>) is transformed into a qubit system 

in states 1 and 1 (represented as |11>): 

   

𝐶|10⟩ = 𝐶 ((
0

1
)⨂(

1

0
)) = (

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

)(

0
0
1
0

)  = (

0
0
0
1

) = (
0
1
)⨂(

0
1
) = |11⟩ 

 

In the second example 1 and 1 are turned into 1 and 0: 

 

𝐶|11⟩ = 𝐶 ((
0

1
)⨂(

0

1
)) = (

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

)(

0
0
0
1

)  = (

0
0
1
0

) = (
0
1
)⨂(

1
0
) = |10⟩ 

 

Just to make this clear, in the first example the vector |10> is transformed by taking the 

representations of 0 and 1 as bits, and finding the tensor product, then multiplying the tensor 

product by the CNOT matrix using standard matrix multiplication. (This is done very simply, by 



multiplying the value of each row in the matrix by the value of the corresponding row of the column 

vector, and then adding all the values, i.e. for the top row, this would be 1 x 0 = 0, 0 x 0 = 0, 0 x 0 = 0, 

which added together equals 0).  When this is done for all rows it performs the bitflip so that: 

 

(

0
0
1
0

) 

Is transformed into: 

(

0
0
0
1

) 

Through multiplying by: 

(

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

) 

To give the total operation of: 

 

(

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

)(

0
0
1
0

) = (

0
0
0
1

) 

 

And the resultant column vector is then simply transposed back into the Dirac notation form to give 

|11>. 

Just to complete things, we can also give the operations for the two input qubits which do not 

change as a result of the gate being applied, which are as follows: 

 

𝐶|00⟩ = 𝐶 ((
1

0
)⨂(

1

0
)) = (

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

)(

1
0
0
0

)  = (

1
0
0
0

) = (
1
0
)⨂(

1
0
) = |00⟩ 

 

𝐶|01⟩ = 𝐶 ((
1

0
)⨂(

0

1
)) = (

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

)(

0
1
0
0

)  = (

0
1
0
0

) = (
1
0
)⨂(

0
1
) = |01⟩ 

 



The Hadamard gate and CNOT gate are often used together. The Hadamard gate puts the two qubits 

into superposition, in which they are both in state 0 and 1. The CNOT gate entangles the two qubits 

so that the state that the control qubit is measured in will determine the state that the second qubit 

is in when it is measured. 

Entanglement increases the quantum register of the system. The quantum register is the number of 

bits that can be held in the system. Two qubits have a quantum registry of four, as they can be 

arranged in four states as 00, 11, 01, or 10. When those qubits are entangled, they can be in all of 

the four states at once. When larger numbers of qubits are entangled, the quantum registry grows 

exponentially. Twenty entangled qubits has a quantum registry of 220, meaning they can contain 

1,048,576 combinations, and be in all those combinations at once. This allows quantum computers 

to outperform classical computers for certain problems in which we have to decide which of a large 

range of values is the correct one. While a classical registry must try one number at once, a 

entangled quantum registry can try as many numbers at once as can be represented by its states. A 

20 qubit registry can be in over one million states at once, and so potentially perform a calculation 

one million times faster than a classical computer. Practical applications of this concern breaking 

encryption, or working out DNA sequences. 

The interesting thing here is that mathematics itself appears to be in control, and not matter-energy 

relations that are described by mathematics. The distinction is subtle but hugely significant as it 

means that information is being transferred without any physical or energic basis, as the 

“communication” happens many times faster than any energy transfer that is allowed in our current 

models of the physical universe. Information is transferred, but not energically. This is a quite 

different thing to saying that mathematical systems are the best descriptions of either qubits or 

quantum waves/particles: while this is true, what is being said now is much more profound, as it is 

establishing an independent reality to mathematics, such that mathematics can influence physical 

objects which are not connected in any physical way. The Platonic world of mathematical forms has 

apparently achieved primacy over physical matter. This raises many fundamental questions over the 

nature of causation, and appears to entertain once again Leibniz notion of pre-established harmony.  

Physicists have attempted to find ways of preserving the causative role of the physical universe. 

David-Bohm’s version of quantum mechanics is a potential first step in filling out the new view of the 

universe that these findings imply, but the theory is currently vague and relies on physical behaviour 

that we have no basis for in our current understanding of physical systems. It basically assumes that 

some physical substratum will be found which allows the transfer of information through matter-

energy systems extremely fast or instantaneously, and there is currently no evidence at all that this 

matter-energy substratum exists. 

Applications of quantum computing 

You have probably read a lot about how quantum computers are about to break global security 

protocols. This is because you can potentially use a quantum computer to solve factorisation 

problems extremely quickly, and factorisation is the basis of modern cryptography. One of the best 

know of these algorithms is Shor’s algorithm, which works by putting a chain of qubits into an 

entangled state, and then trying a large number of possible answers to the problem simultaneously 

(or rather a large number of potential sources of a clue to the answer), and then collapsing the 

superposition of the entangled qubits so that the answer that remains after collapse is the one that 

we actually want. The “clue” that is found can then be used by classical computers to finish off the 

calculation. 



The problem of finding the prime factor of a large number becomes a lot easier if we can find its 

period. The period is given by finding the modulo (mod), which means we find a number that, when 

numbers in a sequence are divided by it, produces a regular period in the remainders. For example, 

the sequence of the powers of two: 

 

2, 4, 8, 16, 32, 64, 128, 256, 512… 

 

can be transposed into the power of two mod 15, which is the sequence that derives from listing the 

remainders, when the numbers of the original sequence are divided by 15. The sequence for the 

power of two mod 15 is:  

 

2, 4, 8, 1, 2, 4, 8, 1, 2… 

 

This is derived as follows: Two divides by 15 zero times, with two remaining… four divides by 15 zero 

times with four remaining… eight divides by 15 zero times with eight remaining… 16 divides by 15 

once with one remaining… 32 divides by 15 twice with two remaining. The sequence derived from 

the modulo thus has a regular period and this can be used as a clue to determine the original 

sequence much more easily. 

It is in finding the period of the modulo sequence that quantum computing is useful. Superposition is 

used to calculate the period quickly, by trying different potential values to get the modulo (15 being 

the correct one in this example.) Once the superposition is collapsed through measurement, the 

resulting value is then likely to be the right one, or at least closer to the right one. We might say that 

as the true period goes on far longer than the other sequences that are attempted without missing 

the rhythm (in fact infinitely far), then the true period takes up more places in the range of values in 

the probability distribution of the superposition. As such, a randomly taken measurement inducing 

collapse of the superposition into a classical state is more likely to either be, or be close to, the value 

that we want. By repeating the process several times we can continue to get close values, and then 

use classical computing techniques to narrow the range down further until we arrive at the right 

value. Further classical algorithms can then be used to produce the factor from its period.  

In reality, we cannot actually use Shor’s algorithm to out perform a classical computer at the present 

time, due to practical limitations in our technology, but with more progress Shor’s algorithm would 

present a serious security threat to current encryption standards. 

An important part of how many quantum algorithms work, including Shor’s algorithm, is by using 

constructive and destructive interference of the waveforms to retrieve the right result. The different 

qubit patterns are analysed, and the ones that come further away from the average value are 

emphasised, while those that are closer to it are de-emphasised. They are emphasised by flipping 

the sign so that constructive interference can grow the amplitude of that wave, while destructive 

interference reduces the amplitude of the less good answers. This process is increased with each 

iteration, so that the result that the entangled qubits collapses into gets more and more likely to be 

the precise one that we want. 



A string of qubits in superposition will be measured many times. When the returned state is close to 

being correct, its state is flipped from positive to negative so that it stands out from all the other 

possibilities. The other probabilities will cancel out through destructive interference leaving only the 

answer that is close to being right. On another interaction, this information is maintained, and the 

system can take it into account in the next calculation, leading to an answer that is even closer to 

being right.  

While a classical computer will eventually find absolutely the correct answer but take a long time to 

do it, a quantum computer might find the answer much faster, or might never find it at all. The 

computation might zone in on a range of values that are close to being right, but none of them are 

completely right, and this range of values gives no further information on how to refine the search. 

The machine will then move in  a loop forever around this range of values that are close, but none of 

which are completely right. 

Another application of quantum computing techniques is that we can use the collapse of the 

superposition of qubits passed through a Hadamard gate in order to produce genuine random 

numbers. The probability of collapse of the superposition of a qubit after a Hadamard transform into 

a 0 or a 1 is 50% each. A chain of qubits passed through Hadamard gates and then collapsed will give 

a completely random string of bits, which can contribute to creating a cryptographic key. These 

genuine random numbers contrast with the pseudo random numbers used in classical cryptography 

that are generated by classical computers. Classical random number algorithms can be hacked by 

observing a large array of their results and so cryptographic secrets can be ascertained. 

Another interesting strengthening of security that quantum computing enables is the Ekert protocol, 

which can be used to securely transfer a cryptographic key from one user to another. Two qubit 

strings are entangled and passed from one user to another. The users will know if an eavesdropper 

has observed the key, because the eavesdropper will have had to measure the value of the key in 

order to observe it, and this will collapse the superposition. The two users can then send each other 

unencrypted values of qubits in certain positions on the sting, and if they don’t match they will know 

that the state of the entangled system has already been measured by someone else. They will then 

know that the key has not been securely passed, and that it should not be used. By reverse logic, 

they can also identify keys which have been passed safely. The Ekert protocol has been achieved in 

practice and is not just a theoretical possibility. The irony then, is that at the time of writing the 

practical application of quantum computers, in terms of what has actually been achieved, has been 

to potentially strengthen encryption, not to weaken it. 

 


